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MNOJTIOXXEHUNE

06 06paboTKe NepcoHaNbHbIX JaHHbIX B MHOPMAaLNOHHbLIX CUCTEMAaX
O6Lme NonoxeHne

1 HacTosiiee MonoxeHne ycTaHaBNMBaeT TPe6OBaHNS K 06ecreueHunto
6e30MacHOCTY NePCOHA/bHBIX AaHHbIX MPU KX 06PaBOTKe B MHAOPMALMOHHBIX
cMUCTEMAX NEePCOHa/bHbIX AaHHbIX B 06Pa30BaTENIbHOM YUPEXAEHUN.

HacToswee MNMonoxeHne pa3paboTaHo B COOTBETCTBUM C TPeO6OBaAHUAMY
depnepanbHOro 3akoHa "O nepcoHasbHbIX AaHHbIX" 1 IonoXeHns 06 obecneveHUn
6e30MacHOCTM NePCOHa/IbHBIX AaHHbIX NMPU MX 06paboTke B MH(POPMALMOHHBIX
cucTemMax NepcoHasIbHbIX AaHHbIX, YTBEPXAEHHOro nocTaHoBieHeM NpaBuUTENLCTBA
P® o1 17 Hos6pst 2007 r. Ne781.

2. OCHOBHbIle TEPMUHbI, NCNOJIb3YyeMble B HacToALLeM [10/1I0XKEHUN:

1) NnepcoHarbHble AaHHbIE - N06as MHopMaLWs, OTHOCALLAsCA K onpee/ileHHOMY
MNN OnpeaensieMoMy Ha OCHOBaHMMW Takoi MH(OPMaLIMK rU3NYeCKOMY TULLY
(CyObeKTY NepCoHarbHbIX aHHbIX), B TOM YKC/e ero ammans, UMs, 0TYECTBO, rof,
MeCsiLl, 1aTa 1 MecTO POXKAeHWs, afipec, CEMenHoe, couuanbHoe, MMYLLLECTBEHHOE
MonoykeHve, 06pa3oBaHNe, NPodeccus, A0X0Abl, Apyras UHhopMaLWs;

2) 06paboTKa NepcoHasIbHbIX AaHHbIX - AeCTBMA (onepawmmn) ¢ NepcoHaIbHbIMK
AaHHbIMUK, BK/KOYas coop, CMCTeMAaTMU3aLUMIO, HAKOM/eHWE, XpaHeHne, YTOUYHEHNE
(06HOB/EHNE, N3MEHEHWE), UCNOMb30BaHKE, pacnpocTpaHeHne (B TOM Yucie
nepegavy), obesnnumnBaHme, 610KMPOBaHNE, YHUUTOXEHWE NEPCOHASbHbBIX AaHHbIX;

3) pacnpocTpaHeHne NepcoHabHbIX AaHHbIX - AECTBYS, HanpaBieHHbIe Ha
nepeaady NepcoHa/bHbIX JaHHbIX ONpeaeneHHOMY Kpyry nuu, (nepegaya
NePCOHaNbHbIX AaHHbIX) UM Ha O3HAKOM/IEHWE C NMEePCOHa/bHbIMU JaHHbIMM
HEorpaHMYeHHOro Kpyra nL, B TOM Ync/ie 06HapPOA0BaHME NePCOHaIbHbIX AaHHbIX B



CpeAcTBax MacCoBOM MH(OPMAaLIMK, pa3melLieHre B MHDOPMALMIOHHO-
TeNEeKOMMYHMKALIMOHHBIX CETSX UMK NpefoCcTaB/eHMe A0CTyMNa K NepcoHanbHbIM
AaHHbIM KaKMM-IM60 MHbIM CMOCO6OM;

4) NCNOMb30BaHNEe MePCOHASIbHbIX JaHHbIX - AeCTBUA (onepaumm) ¢
NepPCOHa/IbHbIMU JaHHbIMU, COBEPLUAEMbIe B LIENAX NMPUHATUSA PELLEHNIA UK
COBEPLLEHNSA NHBIX AEACTBUIA, MOPOXKAAIOLLMX HOPUANYECKME MOCNeLCTBUA B
OTHOLLUEHMM CyObeKTa NMepPCOHasbHbLIX AaHHbIX UK APYTUX KL, IMO60 MHBIM 06pa3oMm
3aTparuneatoLLmx npasa 1 cBO60AbI CyObeKTa NePCOHa/bHbLIX AaHHbIX UK APYTnX
nny,

5) 6/10KMPOBaHNEe NEPCOHA/IbHbBIX IaHHBIX - BPEMEHHOE NpekpalleHne coopa,
CUCTEMATM3aLIMK, HAKOM/IEHMS, UCMO/b30BaHWMS, PacnpPOCTPaHEHNS NEPCOHA/bHbIX
AaHHbIX, B TOM UKC/Ee UX Nepefadu;

6) YHUUTOXEHWE NEPCOHa/IbHbIX AaHHbIX - AeACTBMA, B pe3ynbTaTe KOTOPbIX
HEBO3MOXXHO BOCCTAHOBWTb COAEPXKaHMe NepCOHasbHbIX JaHHbIX B
MHOPMALMOHHOI CUCTEMe NEePCOHa/bHBIX AaHHbIX UK B pe3ynibTaTe KOTOPbIX
YHUUTOXAOTCA MaTepuanbHble HOCUTENN NePCOHaIbHbIX AaHHbIX;

7) NHOpPMaLMOHHas cucTeMa NepcoHasIbHbIX AaHHbIX - MH(OPMaUUOHHasA CUCTEMa,
npeAcTaBnsoWwas coboil COBOKYMHOCTb NMePCOHa/bHbIX AaHHbIX, COAEPXKALLMXCS B
6a3e faHHbIX, a TaKkKe MHOPMaLMOHHBIX TEXHOOMUA N TEXHUYECKUX CPEACTB,
MO3BONAOLLMX OCYLLECTBNATL 06PabOTKY TaKMX MEPCOHaIbHBIX AaHHbIX C
MCMo/b30BaHMEM CPEACTB aBTOMaTM3aUMn Unmn 6e3 NCrosib3oBaHMS TakUX CPeacTB
(nanee - NHMOpPMaLMOHHAA cucTema)

8) TexHMYeckue cpeCcTBa, MO3BOMAKOLLME OCYLLECTBATL 06PabOTKY NepcoHasbHbIX
[aHHbIX - CPefCTBa BbIYNC/INTENBHON TEXHUKN, MH(OPMALMOHHO-BbIYUCIUTENbHbIE
KOMMNJIEKCbI 1 CETW, CPeACTBa M CUCTEMbI Nepefadu, npreMa n 06paboTku
MePCOHa/IbHbIX AaHHbIX (CPeACTBa M CUCTEMbI 3BYKO3AMMCK, 3BYKOYCUEHNS,
3BYKOBOCMNPOWN3BEAEHWS, NEPeroBOpPHbIe 1 TeNEBU3NOHHbIE YCTPOCTBA, CPeacTBa
N3rOTOB/IEHNSA, TUPXKNPOBAaHUSA LOKYMEHTOB M Apyrue TeXHUYeCKme cpeacTea
06paboTKM peyeBoit, rpauyeckon, Buaeo- 1 6yKBeHHO-LMPPOBOI MHGopMaLmn),
nporpaMmmHble cpeacTsa (onepauyoHHbIe CUCTEMbI, CUCTEMbI YpaB/ieHUs 6asaMu
AaHHbIX 1 T.MN.), CPeACTBa 3awmTbl MHPOPMAaLUN, MPUMEHSEMbIE B UH(POPMALMOHHBIX
cucTemax.

3. Be3onacHOCTb NepPCcoHasIbHbIX JaHHbIX AOCTUrAeTCA NYTeM UCKIOYEHNS
HECaHKLIMOHMPOBAHHOI 0, B TOM YMC/e CNyYaiiHOro, 0CTyNa K NepcoHabHbIM
AaHHbIM, Pe3yNbTaTOM KOTOPOro MOXKET CTaTb YHUUTOXEHWE, U3MEHEHUE,
6/10KMpPOBaHMe, KOMMpoBaHMe, pacnpocTpaHeHMe NePcoHabHbIX AaHHbIX, a TaKKe
MHbIX HECAHKLIMOHMPOBAHHbIX AECTBWIA.



Be30MacHOCTb NePCOHa/bHbIX JaHHbIX NMPY MX 06paboTKe B MHOPMALIMOHHbIX
cucTemax 06ecneurBaeTCsi C MOMOLLBIO CUCTEMbI 3aLLIMThbl NEPCOHANbHBIX AAHHBIX,
BK/OYAtOLLIE/ OpraHm3aLMoHHble Mepbl U CpeacTBa 3almTbl H(opMaLmMi (B TOM
umncne WndpoBanbHble (KpUnTorpagunyeckmne) cpeacTsa, CpeAcTBa NPeA0TBPALLEHNS
HECaHKLIMOHMPOBaHHOTO JOCTYMa, YTeUKN MHAOPMALIMK MO TEXHNYECKUM KaHaam,
NPOrpamMMHO-TEXHWUYECKMX BO3AENCTBUIA HAa TEXHWYECKIME CPeacTBa 06paboTKM
NePCOHaNbHbIX AaHHbIX), a TAKXKe UCMO/b3yeMble B MHDOPMALIMOHHON CUCTEME
MH(OPMALIMOHHbIE TEXHONOMMKN. TeXHUYECKIME 1 NPOrpaMMHbIE CPeACTBA A0/MKHbI
Y10BNETBOPATb YCTaHaB/IMBaEMbIM B COOTBETCTBMM C 3aKOHOAATENIbCTBOM
Poccuiickoii depaepauum TpeboBaHUAM, 06eCneUnBatoLLVM 3aWnTy MHQOPMAaLIUN.

[ns obecneyeHns 6e30MacHOCTY NEePCOHa/bHBIX JaHHbLIX NPK X 06paboTKe B
MH(OPMaLMOHHBIX CUCTEMAX OCYLLECTB/ISIETCS 3aLliMTa peyeBoin nHhopmayumn n
MH(opMaumn, 06pabaTbiBaEMON TEXHUYECKUMI CPEACTBaMU, a TakxKe NH(opMaLumm,
NPeACTaBNEHHON B BUAE NHOPMATUBHbIX 3/1EKTPUYECKMX CUTHANIOB, (HN3NYECKNX
nonen, HocuTene Ha 6YMaxXHON, MarHUTHOW, MarHUTHO-ONTUYECKOW W UHOIA
OCHOBE.

4, PaboTbl N0 06ecneyeHnto 6e30NacHOCTY NePCOHabHbIX AAHHbIX MPU NX
00paboTKe B MH(POPMALMOHHBIX CUCTEMAX SBMAKTCS HEOTbEMIEMON YaCTbo paboT
MO CO3AaHNI0 MH(OPMALMOHHBIX CUCTEM.

5. VIHhopMaLIMOHHbIE CUCTEMbI KNacCUhULMPYHOTCS B 3aBUCMMOCTM OT 06bema
06pabaTbiBaeMbIX MW NEPCOHANbHbIX AaHHbIX 1 YTPo3 6e30MacHOCTY XN3HEHHO
BaXXHbIM MHTEpPecaM NMYHOCTM, 06LLIECTBA M rocyJapcTBa.

[MopsAA0K NPOBeAeHUs KnaccupmKaumm MHPOPMaLMOHHbIX CUCTEM YCTaHaB/IMBaETCA
COBMECTHO DefiepasibHOM CYyXKO0I Mo TEXHUYECKOMY 1 3KCMOPTHOMY KOHTPOSHO,
depnepanibHOM CnyXx601 6e3onacHoCcT Poccuiickoin degepaumt 1 MUHUCTEPCTBOM
NHOPMALMOHHBIX TEXHOMIOMNIA 1 cBA3W Poccuiickoin Peaepaumm (Mpukas
depnepasibHOM CNYXKObl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPO/HO Ne55,
depnepanbHOM cnyxx6bl 6e3onacHoCTV Poccuiickoin deaepauym Ne86 m
MuHUCTEPCTBA MH(OPMALMOHHBLIX TEXHONOMMIA 1 cBsi3n Poccuinickon ®epepaumm
No20 ot 13.02.2008 r. "O6 yTBepXXAeHUM NopsaKa NPoBeLeHNA KnacCcudukaumm
MH(OPMALMOHHbIX CUCTEM MEePCOHabHbLIX JaHHbIX™).

6. O6MeH NepcoHabHLIMU AaHHLIMU MPU NX 06PA6OTKE B MHPOPMALIMOHHBIX
CMCTeMax OCYLLECTBSETCA MO KaHasiam CBA3M, 3aliyTa KOTOpbIX 06eCneynBaeTcs
MnyTeM peann3aluy COOTBETCTBYHOLLMX OPraHU3aUMOHHbIX Mep U (1K) NyTem
NPUMEHEHNSI TEXHUYECKNX CPe/CTB.

7. Pa3aMeLLieHre MHOPMALIMOHHbIX CUCTEM, CreLmanbHoe 060pyA0BaHMe 1 OXpaHa
MOMELLEHWIA, B KOTOPbIX BeAeTCs paboTa C NepcoHanbHbIMU AaHHLIMU, OpraHM3aLus
pexknuMa obecneyeHnst 6e30MacHOCTY B 3TUX MOMELLEHUSAX A0/MKHbI 06ecneynBaTh
COXPaHHOCTb HOCMTENE NepcoHabHbIX AaHHbIX U CPEACTB 3alMThl MHGOpMaLmK, a



TaKXKe NCKNHYaTb BO3MOXXHOCTb HEKOHTPO/INPYEMOI0 NPOHNKHOBEHNA U
I'Ipe6bIBaHI/IFI B 3TUX MOMELLEHNAX MOCTOPOHHUX JTNL.

8. Obpa3oBaTe/ibHOE yupexaeHne 0643aH0 obecneynBaTb 6€30NacHOCTb
NePCOHa/bHbIX AaHHbLIX MPU UX 06paboTKe B MHOPMALIMOHHON cncTeme

9. Mpwn 06paboTKe NepcoHasIbHbIX AaHHbLIX B MHPOPMALMOHHOW CUCTEME [0/HKHO
ObITb 06ecneyeHo:

a) NpoBeAeHVe MepoNPUATUIA, HanpaBeHHbIX Ha NPeaoTBpaLLeHne
HECaHKLIMOHMPOBAHHOIO OCTYMa K NePCOHaNbHbIM [JaHHbIM 1 (UNK) Nepeaaqn ux
NMuam, He MMEROLLMM MpaBa A0CTyNa K Takoi MH(opMaLuu;

6) CBOEBPEMEHHOE 0OHAPY)XEHME (haKTOB HECAHKLIMOHMPOBAHHOIO JOCTYNa K
MEPCOHA/IbHBIM JAHHBIM;

B) HeloNyLLeHNe BO3eCTBMS Ha TEXHUYECKMe CPpecTBa aBTOMAT3MPOBAHHOM
00paboTKM NePCOHa/IbHBIX [JaHHbIX, B pe3ybTaTe KOTOPOro MOXET ObITb HapyLLEHO
MX OYHKLMOHNPOBaHMWE;

) BO3MOXHOCTb He3aMe//IMTeNIbHOro BOCCTAHOBNEHNS NEePCOHasbHbIX AaHHbIX,
MOANMULIMPOBAHHbIX UM YHUUTOXEHHbIX BCNEACTBUE HECAHKLIMOHMPOBAHHOIO
L0CTyNa K HUM;

) NOCTOSAHHBIA KOHTPO/b 32 06eCMeYeHeM YPOBHS 3aLLMLLEHHOCTM MEPCOHabHbIX
[aHHBIX.

10. MeponpuaTuia no obecrneyveHnto 6e30MacHOCTM NEPCOHa/IbHbIX JaHHbIX MK UX
00paboTKe B MHDOPMALIMOHHBIX CMCTEMAX BK/KOYatOT B CEOS:

a) onpeneneHve yrpo3 6e30nacHOCTY NepcoHaIbHbIX AaHHbIX MNPy UX 06paboTke,
(hopMmpoBaHMe Ha UX OCHOBE MOZENN Yrpos;

6) pa3paboTKy Ha OCHOBE MO/ENM YrPO3 CUCTEMbI 3aLLMTbI NEPCOHANbHbIX AaHHBIX,
o6ecneuvBaroLLeli HeTpanu3aLmio NpearnonaraeMbIX yrpos ¢ UCMNob30BaHUEM
METO/0B 1 CMIOCO60B 3aLLThbl NMEPCOHA/bHbIX JaHHbIX, MPEAYCMOTPEHHBIX /15
COOTBETCTBYHLLEr0 Knacca MHHOPMALMOHHBIX CUCTEM,;

B) NPOBEPKY FOTOBHOCTW CPEACTB 3aluThbl MHOPMALMK K UCNO/Mb30BaHUIO C
COCTaB/EHNEM 3aK/OUEHMIA 0 BO3MOXHOCTY MX 3KCMyaTaLuu;

r) yCTaHOBKY ¥ BBOZ B 3KCMyaTaluio CPefCcTB 3aliuTbl MH(OPMaLWK B
COOTBETCTBUM C IKCM/yaTaLMOHHOW M TEXHUYECKON OKYMeHTaLue;

) 06yYeHVEe L, UCNOMb3YIOLWNX CPEACTBA 3aLLMTbl MH(OPMALIMK, NPUMEHSIEMbIE B
MH(OPMALIMOHHBIX CUCTEMAX, NPaBUIaM pPadoTbl C HUMU;

e) YUYeT NPUMeHsIEMbIX CPEeACTB 3alUTbl MH(DOPMALIAK, IKCN/TyaTaLMOHHON 1
TEXHNUYECKOI JOKYMEHTALMN K HAM, HOCUTENEN NepcoHanbHbIX AaHHbIX;



X) yyeT nnL, AONYyLEeHHbIX K paboTe C NepcoHa/IbHbIMM JaHHbIMU B
NH(OPMALMOHHON CUCTEME;

3) KOHTPO/Ib 3a COO/KOAEHNEM YCOBMIA UCMOb30BaHMSA CPEeACTB 3alnThl
MH(opMaLumn, NpeayCcMOTPEHHbIX 3KCMyaTauMoOHHOM Y TEXHUYECKON
[OOKYMeHTauuen;

1) pa3bmpaTensCcTBO M COCTaB/EHME 3aK/IKOUEHWIA NO (hakTam Heco6/10AeHNs
YCNOBUIA XpaHeHNs HOCUTENEeN NepCoHasbHbIX AaHHbIX, UCMO0/b30BaHNUSA CPeLCTB
3aWnTbl MH(OPMaLMK, KOTOPble MOTYT MPUBECTU K HapYLLEHUIO
KOH(OMAEHLNATbHOCTN NEePCOHaNIbHBIX AaHHbIX WX APYTM HapyLLEHUSAM,
MPUBOAALLUM K CHVXKEHMIO YPOBHSA 3aLLMLLIEHHOCTI NMEPCOHA/bHbIX JaHHbIX,
pa3paboTKy M NPUHATME Mep NO NPeAOTBPaLLEHNI0 BO3MOXHbIX OMacHbIX
MoCneACTBMIN NOLOOHbLIX HAPYLLEHUI;

K) onncaHme CUCTemMbl 3alinTbl NEPCOHA/IbHBIX AaHHbIX.

11. Ans pa3paboTKX 1 OCYLLECTBEHNS MEPONPUATUIA MO 06ECMEUYEHNIO
6e30MacHOCTM MEPCOHasbHbIX AaHHbIX NPX MX 06paboTKe B MHPOPMALIMOHHOW
CUCTEMe Ha3Ha4aeTcs A0MKHOCTHOE o (PabOTHMK), OTBETCTBEHHbIN 3a
obecneyeHne 6e30MacHOCTM MePCOHabHbIX JaHHbIX.

12. Mg, AoCTYN KOTOPbIX K NEPCOHabHbIM AaHHbIM, 06pabaTbiBaeMbIM B
MHADOPMALMOHHOI crCTeMe, HEOGXOAUM [1S1 BLINONHEHMNS CYXXEOHBIX (TPYA0BbIX)
00653aHHOCTEN, 0MYCKaTCA K COOTBETCTBYHOLLMM NEPCOHa/IbHbIM AaHHbLIM Ha
OCHOBaHWK CMNICcKa, YTBEPXXAEHHOIO PYKOBOAMTENEM 06pa30BaTe/lbHOro

yupexaeHus.

13. 3anpocbl Nonb30BaTeNen NHHOPMAaLMOHHON CUCTEMbI Ha NOyYeHne
MepCoHaNIbHbIX JaHHbIX, BKIKOYas ML, YKa3aHHbIX B MyHKTe 12 HacTOALLEro
[MonoXxeHus, a Takxke PakTbl NPefoCTaB/NeHNS NEePCOHANIbHBLIX AaHHbLIX M0 3TUM
3anpocam pPerucTpupyroTca asToMaTU3MPOBaHHbLIMKN CPeACTBaMI MH(OPMALMOHHOW
CUCTEMbI B 3/IEKTPOHHOM XXypHasie obpatleHnin. Cofep>kaHne 3N1eKTPOHHOIO
YKypHana obpalleHNii NepruoanyecKn NPoBePSIETC AO/MKHOCTHbIM NINLOM
(pabOTHMKOM), OTBETCTBEHHbIM 3a 06ecrneyeHne 6e30MacHOCTM MePCOHasIbHbIX
[laHHbIX.

14. Mpy 06HapPYXXeHNM HapyLLEHWIA NopsaKa NpefoCcTaB/IeHMs NepCcoHabHbIX
[aHHbIX 06Pa3oBaTe/IbHOE YUpeXeHVe He3aMea/ITeNlbHO NMPMOCTaHaBIMBaET
NpefoCcTaB/eHVe NePCOHabHbIX AaHHbIX M0b30BaTeNAM UH(OPMAaLIOHHO
CUCTEMbI [10 BbISIBNEHUS NPUUMH HAPYLLEHWIA 1 YCTPaHEHWS 3TUX MPUUVH.

15. Peanun3sauusa TpeboBaHMin No obecrneyveHNo 6e30MacHOCTU MHGopMaLn B
CpefcTBax 3aLnTbl MHOPMaLMM BO3NaraeTca Ha UX paspaboTHMKOB.



16. K cpeactBam 3awmTbl MHGOpMaLun, NpeaHasHauYeHHbIM Aisi 0becrneyeHns
6e30MacHOCTM MepcoHasbHbIX AaHHbIX MPK MX 06paboTKe B MH(OPMALMOHHbIX
cucTeMax, npunaratoTca npaswia NoAb30BaHNUSA 3TUMK CPeACTBaMK, COracoBaHHbIe
¢ ®efiepasibHOM CNYXKO0M MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPO/IHO U
depnepasibHOM CnyXx601 6e3onacHOCTN Poccuiickoin degepaunn B npegenax nx
MOJTHOMOYUNIA.

13meHeHWe yCNoBUiA NPUMEHEHWS! CPEACTB 3aLLMThbl MHopMaLuK,
MpeayCMOTPEHHBIX YKa3aHHbIMU MpaBuiamm, COr/lacoBbIBAETCA C 3TUMU
(heaepanbHbIMU OpraHamm UCMONHUTENBHOM BNacTW B Npeaenax Mx noHOMOYMIA.

17. CpepacTBa 3aWyTbl MHOPMaLK, NPeaHa3HAYeHHbIE NS 06ecrneyeHuns
6e30MacHOCTM NepcoHa/bHbIX AaHHbIX NPU UX 06pPabOoTKe B MHOPMALMOHHbIX
cucTemax, Noanexar yyeTy ¢ UCrosb30BaHNEM MHAEKCOB WU YCNOBHbIX
HaMMeHOBaHWIA 1 PErMCTPaLMOHHBIX HOMEPOB. NepeyeHb MHAEKCOB, YCNOBHbIX
HaMMeHOBaHWIA N PErMCTPALIMOHHbLIX HOMEPOB onpeaenseTcs defepanbHON CAY>KO0M
N0 TEXHNUYECKOMY N 3KCMOPTHOMY KOHTPO/O U DefiepasibHOM Cy>KO0i
6e3onacHocTn Poccuitckon deaepauun B npeaenax ux noiHOMo4mi,



